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I Dashboard Selector

The first drop-down on the left allows selection from existing dashboards or creation of a new one.

Sample Dashboard -

Q, Filter by name

My dashboards
Performance Meatrics
Cisco: NetOps Events
Cisco: MatDps Most Actianable
Cisco: Adaptive Security Appliance
Cisco: Identity Services Engine [ISE)
Linux: Dynamic Host Configuration E...
Microsoft: Windows Problem Detection

Malware: WannaCry

# Add new dashboard

Dashboard Options

The dashboard drop-down on the right side of the Ul shows available options for Settings, Clone, Export to file,

Import from file,andDelete of dashboards.
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E3 Add Widget @B Dashboard ~

{03 Settings

Clone

- [{] Download as excel report

= [[] Export to file

& [(] Import from file

ard
[3) Save as a default

Delete

Exporting

Dashboards may be exported to JSON format for modification, sharing, and other purposes.

Adding Widgets

Widget types are listed in the "Add Widget" menu option which allow customization of widget filters once that type is added.
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All Widgets
All widgets are set with a default such as “Top 5 Hosts for Today
Cisco 105 a Once the widget is ¢ d on your dashboard, you may select the gear
il'_:.]f] 18] "_l'li‘l”(’JE' these it pa neters,
Generic n
Systern B
EPD: All Events EventRate
Similar to the EPS chart, the EPD shows a count of all events for the last 7 +

days by default.

Events Per Second EventRate

The EPS widget displays Events Per Second, all time-based charts can be +
selected per bar to search that time range. Furthermore, you may use the
slider along the bottom to narrow down events by time range.

Cisco: Most Recent Service Impacting Events [ Lastiy |

This widget provides a list of the most recent Service Impacting Cisco events. +
The list is derived from over 1000 of Cisco's "Most Actionable” events.

Most Recent Event Sources [ Lastn "
This widget will display the Last 10 Hosts,

Latest Unread Notifications | Notifications +
This widget will show a list of your notifications set by any triggered rules.

CPU Load System 3

By default, the CPU Load widget displays load on the local host.

For more information on tailoring widgets to specific needs, see the section "Creating_your own widgets"

(https://www.logzilla.ai/docs/using-the-dashboard/creating-your-own-widgets).

Time Range Selector

There are two options for specifying the time ranges that will be displayed in widgets. Each widget may be customized on an
individual basis for its own time range, or set to use the dashboard's time range selection.

Setting a widget to "Same as dashboard" tells that widget to use the time range set in the dashboard itself.
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Dashboard Time Range Selector

™ Lasthour ~ |E&) Add Widget &% Dashboard ~

Last hour 7

Widget Time Range Selector

Last hour @

Same as dashboard &

Last minute
Last & hours
Today
Yesterday
Last 3 days
Last 7 days

Last 30 days

Custom

TV Mode

TV Mode may be used to maximize the LogZilla dashboard as a full-screen view. In TV Mode, all navigation, search, and other
interface elements are removed from view so that only the dashboard widgets are displayed. This is particularly useful in large-
screen Network Operations Centers.
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P> Threat Events Per Second
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P> Live Stream: Threat Events

SEVERITY HOST FACIITY PROGRAM  MESSAGE

receive time="11:40:33" serial="dBTAC503093CDCC" pa type="THREAT" subtype="url" time generated="2021/09/14 11:40:33" src=" 116.78.99.243 - " dst="116.116217.17 - " natsrc=" 215.79.253.140 ~
X0 beoecimidemo UstR TS app=tweb-browsing” veys="vsys1" rom="TRANSIT-CSR" to="INET" inbound_it="tumel 1" outbound f="ethernet1/1 ogset="l0G-FORWARD sessionid="310977" repeatcrt=

Toreat "tcp" action="block-url" misc=" sadownload.mcaremdc.com/products/sa/update xml - " threatid="(3999)" category~"low-risk" ritcalty="informational" direction~"client to-server” seqno:

receive.time="11:4033" serial="4B7ACS09033CDCC" pa type="THREAT subtype="url" time generated="2021/09/14 11:40:33" src=" 170.84.220.182 ~ " dst=" 66.54.90.202 -

D ogscimizdemo Ui  POMS  app=Twebrbrowaing”vays="vysT” from="TRANSIT-CSR thernet1/1 98855" repeaten

Threat tcp* action="block-url" misc=" sv.symed.com ~ /MFEWTZBNMEswSTAJBgUIDGMCGGUABBQEBLNDJdax +JOpThVg Y

4BTACS09093CDCC" pa.type="THREAT subtype="url" time._generated="2021/09/14 1140:33" src="170,64.220,162 ~ " dst=" 24.226.94139 - " natsrc

D agscemizdemo Usir  PIOA0 from="TRANSIT-CSR" to="INET" inboundif"tunnel1" outbound if"ethernet1/1" lagset="LOG-FORWARD" sessionid~"30839(

Threat <vsymeb.com/sv.crl - " threatid="(2999)" category="Xlsaseq1-uris-80-443" crit nformational” direction="client to-server" seqno="855757997"
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P> Threat Events Per Day

Events Per Day
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P> Top Destination Locations
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United States
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sport="cynamic’ dport=
"g5575799:

215.79.253.140 ~ " natdst
repeatent="1" sport="dynamic" dport="http
actionflags="0xa000000000000000" srclox
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1r Exit fullscreen mode

P Top Blocked Users

SRCUSER
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P Threat Rules

RULE

Web Default

Black Outbound URL Categories
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Web Priviledged Access 7

P Top 5 Users

SRCUSER

user beeez
user_to1
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user vkewp

user wnghj

natds

threatic="(2999)’

hitp” natsport=

natsport.
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[ B
-
-
B3
-

FIRST SEEN LAST SEEN COUNTER
116.116.217.17 + * rule="Block Outbound URL Categories'
namic” natdport a 0200914 20220914,
actionflags="0x2000000000000001 0709262460  07:09:457230
0:40b000" proto. 2022-09-14 20220914
category="low-risk" crificality="informational" direction ~ 07:09262460  07:09:45.7230

24.226.94139 - * rule="Block Outbound URL Categorie
dynamic” natdport="htip" flags="0x400000" pro. 2022-09-14  2022:09-14
" 23416822121 - - 7932190240 - © 0709262460 0709457230
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