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Trigger Scripts

Execute Python, Perl, shell, or compiled scripts from LogZilla triggers using
EVENT_ and TRIGGER_ environment variables to access full event context
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Script Types

LogZilla can execute various types of scripts, including:

e Python

e Perl

e sh, bash, zsh, csh, etc.

e Compiled Executables

Script Environment

Trigger Scripts - LogZilla Documentation

All triggers passed to a script contain the matched message information as environment variables. To manipulate any of the data,

simply reference the corresponding environment variable.

The following list of variables is automatically passed into each script:

HH H FH H H FH H FH H H H H FH H H T

EVENT_ID
EVENT_SEVERITY
EVENT_FACILITY
EVENT_MESSAGE
EVENT_HOST
EVENT_PROGRAM
EVENT_CISCO_MNEMONIC
EVENT_USER_TAGS
EVENT_STATUS
EVENT_FIRST_OCCURRENCE
EVENT_LAST_OCCURRENCE
EVENT_COUNTER
TRIGGER_ID
TRIGGER_AUTHOR
TRIGGER_AUTHOR_EMAIL
TRIGGER_HITS_COUNT

Parsing User Tags

<integer>
<integer>
<integer>
<string>
<string>
<string>
<string>
<string>
<integer>
<float>
<float>
<integer>
<integer>
<string>
<string>

<integer>

The EVENT_USER_TAGS environment variable contains all user tags as a single comma-separated string in the format:

keyl=valuel, key2=value2, key3=value3

For example, if an event has user tags for Username, SrcIP,and Auth Success, the environment variable would contain:
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EVENT_USER_TAGS="Username=admin, SrcIP=192.168.1.100,Auth Success=false"

Bash Example: Parsing User Tags
#!/bin/bash

# Parse user tags from EVENT_USER_TAGS environment variable
parse_user_tags () {
local tags="sS1"
local IFS=','
for pair in S$tags; do
local key="${pair%%=*}"
local value="${pair#*=}"
case "S$key" in
Username) USERNAME="S$value" ;;
SrcIP) SRC_IP="S$value" ;;
"Auth Success") AUTH_SUCCESS="S$value" ;;
# Add more tags as needed
esac

done

# Use the function
parse_user_tags "SEVENT_USER_TAGS"

# Now you can use the extracted values
echo "Username: S$SUSERNAME"

echo "Source IP: $SRC_IP"

echo "Auth Success: SAUTH_SUCCESS"

Python Example: Parsing User Tags

#!/usr/bin/env python3

import os

# Parse user tags from EVENT _USER_TAGS environment variable

def parse_user_tags(tags_string) :
"""Parse comma-separated key=value pairs into a dictionary."""
tags = {}
if tags_string:

for pair in tags_string.split(','):

if '=' in pair:
key, value = pair.split('=', 1)
tags[key] = value

return tags

# Get environment variable

event_user_tags = os.environ.get ('EVENT_USER_TAGS', '')

# Parse into dictionary

user_tags = parse_user_tags (event_user_tags)

# Access individual tags

© LogZilla Corporation - logzilla.ai

Trigger Scripts - LogZilla Documentation

Page 3 of 9



LOGZILLA Trigger Scripts - LogZilla Documentation

username = user_tags.get ('Username’', '')

src_ip = user_tags.get ('SrcIP', ''")

auth_success = user_tags.get ('Auth Success', '')
print (f"Username: {username}")

print (f"Source IP: {src_ip}")
print (£"Auth Success: {auth_success}")

Script Execution

Scripts may be executed directly or within dedicated Docker containers, depending on the script's requirements:

Simple Scripts
For simple scripts that do not require anything beyond what is available in a standard Linux install, simply place the script in the
/etc/logzilla/scripts directory and select it in the Ul when creating a trigger.

Here's an example of a simple shell script that logs the environment variables to the 1ogzilla.log:

Createatest.shfilein /etc/logzilla/scripts/:

cat << EOF > /etc/logzilla/scripts/test.sh

#!/bin/bash

# Print all environment variables matching '~EVENT_' to the log
echo "Test script env vars" >> /var/log/logzilla/logzilla.log
env | grep '~EVENT_' >> /var/log/logzilla/logzilla.log

EOF

Make sure the script is executable:

chmod 755 /etc/logzilla/scripts/test.sh

Reload the Script Server so it picks up the script. From any host with an API token (see Getting Started
(https://www.logzilla.ai/docs/logzilla-api/getting-started)):

curl -X POST -H "Authorization: token YOUR_TOKEN" \
https://your-logzilla-server/api/scripts/reload

The token's user needs the Manage Settings permission. The call answers 202 once the reload is scheduled and 503 when the
LogZilla watcher is not running. The Script Server replaces its workers one at a time and scripts that are running finish first. GET

/api/dictionaries/script liststhe scripts the server currently serves. On the LogZilla host, logzilla restart

-c scriptserver restarts the container instead.
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Alternatively, deploy the script through the APl instead of writing it on the host. The token's user needs the Manage Artifacts
permission (or an admin account); the file landsin /etc/logzilla/scripts/<group>/<name> with the executable bit

set:

curl -X PUT -H "Authorization: token YOUR_TOKEN" \
-H "Content-Type: application/json" \
-d '{"content": "#!/bin/bash\necho hello\n"}' \
https://your-logzilla-server/api/artifacts/scripts/generic/hello.sh

The first line of the content must be a # ! interpreter line, and the reply carries the file's sha256, mode (0700), and
executable flag. Thenrun the reload from step 3. GET /api/artifacts/scripts/generic liststhe group with
each file's sha256.

Once the script isin place, executable, and reloaded, users can select it from the LogZilla Ul when creating a trigger.

Custom Scripts

For scripts that require additional libraries or programs, such as Python packages, users may use their own Docker image
containing all required modules.

Working Example: Custom Docker Container

In this example, a container will be created that brings up an interface on a Cisco device after it is shut down, then send a

notification to Slack. The script uses Python and Netmiko to SSH into the device and apply the necessary configuration changes.

Note: All of the files below are also available on the GitHub Repo (https://github.com/logzilla/extras/tree/master/howtos/trigger-cisco-config)

Prepare custom image

Create a work directory used for Dockerfile and scripts

Python Script

NOTE: The following sample code is user-contributed and should be reviewed prior to using it verbatim in production.

e Download or create compliance.py using the example from the GitHub repo

(https://raw.gjithubusercontent.com/logzilla/extras/master/howtos/trigger-cisco-config/compliance.py)

e make the script executable

© LogZilla Corporation - logzilla.ai Page 5 of 9


https://github.com/logzilla/extras/tree/master/howtos/trigger-cisco-config
https://raw.githubusercontent.com/logzilla/extras/master/howtos/trigger-cisco-config/compliance.py
https://raw.githubusercontent.com/logzilla/extras/master/howtos/trigger-cisco-config/compliance.py

LOGZILLA Trigger Scripts - LogZilla Documentation

Yaml and Slack Key

Createa compliance.yaml file and update the Slack webhook key. Edit the YAML configuration to fit the environment by

updating the following variables:

# Cisco credentials
ciscoUsername: "cisco"

ciscoPassword: "cisco"

# Slack settings

# Replace the value below with your actual post URL

posturl: "https://hooks.slack.com/services/XXXXXXXXX/XXXXXXKXXX/KXXKXKXKXXXKXXXXXXXXXXKXXX"
default_channel: "#demo"

slack_user: "logzilla-bot"

# Logging and debug settings
log_file: "/var/log/logzilla/logzilla.log"

# Change to 0 in production:
debug_level: 2 # 0, 1, or 2

bring_interface_up: true

# Execution timeout for device connection and Slack:

timeout: 10

Dockerfile

Create a new file named Dockerfile with the following content:

# Use a logzilla script-server base image

FROM logzilla/script-server:latest

# Copy the requirements.txt file to the container

COPY requirements.txt /tmp/requirements.txt

# Install Python dependencies
RUN pip install -r /tmp/requirements.txt \

—-no-cache-dir —--break-system-packages —--root-user-action=ignore

# Copy script content to the container
RUN mkdir -p /scripts

COPY compliance.py /scripts

COPY compliance.yaml /scripts

RUN chmod +x /scripts/compliance.py
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Requirements.txt

Create a requirements.txt file with the following content:

netmiko
paramiko

pyyaml
requests

Docker compose file

Create a compose . yaml file with the following content:

services:
api:
build:
context:
container_name: compliance-script-server
environment:
SCRIPTS_ENABLED: "1"
SCRIPTS_DIR: /scripts
SCRIPTS_LOGS_DIR: /var/log/script-logs
volumes:
- logs:/var/log/script-logs/
networks:
- 1lz_network
volumes:

logs:

networks:
lz_network:
name: lz_main

external: true

Directory Contents

The work directory should contain the following files:

e Dockerfile

e compliance.py
e compliance.yaml
e compose.yam|

e requirements.txt
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Run custom script container using docker compose

docker compose up —--build -d

Check containers is running

# docker ps —a —-f name=compliance-script-server

CONTAINER ID IMAGE COMMAND CREATED STATUS
PORTS NAMES

e55547cfb505 custom-trigger-cisco-compliance "fastapi run /usr/li..." 7 seconds ago Up 7
seconds compliance-script-server

Register custom script container

Create oredit /etc/logzilla/settings/script_server.yaml:

SERVERS:
— name: custom

url: http://compliance-script-server:8000/scripts

Reload LogZilla settings:

logzilla settings reload script_server

LogZilla Ul

Log into the LogZilla Web Interface and:

e (reate a new trigger from the trigger menu.

e Selectthe execute script option.

e From the dropdown menu, select [custom] compliance.py.

Any patterns matching this trigger will now execute the script.
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Edit

Name * Device Compliance

Event match More m © Reset

Actions [J Mark as
[J send e-mail
[J send webhook
[J Add note
{:1 Issue notification

(f > Execute script

L=

[custom] compliance.py v
ks stopriag
£} Learn more: Creating Triggers » Explanation of Actions

& Public Cancel
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