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Alerts Overview

LogZilla triggered alerts provide northbound notification, automation, and
correlation hooks that fire on filters for severity, hostname, or search terms
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Triggered alerts provide various northbound mechanisms to allow the system to notify, automate, and even correlate events which

allow users to stay on top of potential problems, track system configuration changes, automate repetitive tasks, etc.

Q Search for text AcTiONS  All w CREATEDEBY Admin User ~

IF NAME

1 @ Cisco: ASIC Port Error

2 @ Cisco: IPSec Error - Packet Missing from SADB

3 @ Cisco: OSPF Hello, Unidentified Sender

a4 & Windows: New Service Installed

5 @ Outbound Webhook: Slack.com

6 @ Cisco: ASIC Module Error

7 @ Cisco: Interface disabled due to misconfiguration

8 @ Cisco: Spanning Tree BPDU recieved from another bridge

9 @ Cisco: HSRP VIP does not match the standby VIP

10 @ Windows: Process Started

@ Private @ Public 1= Order of Execution

) 1ssue notification

L 1ssue notification
0 1ssue notification
0 1ssue natification

Q) 1ssue notiication

(D mark as actionable
(D mark as actionable
(® Mark as actionable

(@ Mark as actionable

() Mark as actionable (%) Mark as known

L} 1ssue notification
0 1ssue notification
0 1ssue notification
0 1ssue natification

Q) 1ssue notiication

< Previous 2 3 4 5 6  Next»

(D Mark as actionable
(D mark as actionable
(D mark as actionable
(® Mark as actionable

(@ Mark as actionable

ACTIONS

(@ Mark as known

(@ Mark as known

(@ Mark as known

(@ Mark as known

&% Send webhook

(@ Mark as known

(@) Mark as known

(@ Mark as known

(@ Mark as known

(@ Mark as known

TOTAL COUNT

LAST FIRED

— Mever—

— Never —

— Never—

— Never—

21 days ago

— Never—

— Mever—

— Never —

— Never—

— Never—

CREATED BY
Admin User
2017-04-10 09:08:19

Admin User
2017-03-29 18:06:45

Admin User
2017-03-29 18:06:46

Admin User
2017-03-29 18:06:46

Admin User
2017-04-05 11:08:26

Admin User
2017-03-29 18:06:45
Admin User

2017-03-29 18:08:46

Admin User
2017-03-29 18:06:46

Admin User
2017-03-29 18:06:45

Admin User
2017-03-29 18:06:46

Clicking the 'Add New Trigger' button from the Triggers menu will allow users to create a new trigger and set the required filters to

match on.
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Name "

Event match

Actions

() Public
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Edit trigger

ZOMG! This is awesome!

user=someuser More ~ @ Reset
Mark as Actionable Mon-Actionable
[ Send e-mail

Send webhook

Method Webhook endpoint »
POST - http:/ or https://

URL of remote webhook endpoint. Only HTTP and HTTPS URLs are
supported.

Message template » <[* Wiew available placeholders »
2 "text": "Event message: {{event:message}}"
3}

Requests are sent with Content-Type: application/json

[ Skip SSL verification

Untrusted certificates may not be secure

Notifications can be created based on search terms or any of the other fields listed such as Severity, Hostname, etc.
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Severity Filter

Event match user=someuser
| Include Exclude €3 Reset

v/ EMERGENCY
v ALERT
CRITICAL

ERROR
WARNING
NOTICE

INFO

DEBUG

Message

& Public
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Name * My Awesome Trigger

] send webhook
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Add new trigger

More m User Tags ~

“Severity
Host
Facility
Program

Mnemonic

Type

gzillanet> »« Add e-mail address

<[> View available placeholders

Event message: {{event:message}}

0 Reset
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Host Filter

Add new trigger

Name * My Awesome Trigger

Event match user=someuser More v User Tags + € Reset

Severity

Include Exclude gHost

Facility
106.212.67.245 Program

107.122.210.185 Mnemonic

111.180.195.173 fype

gzillanet> »  Add e-mail address
132.230.164.192 :

136.67.50.153
139.20.235.195

<[> View available placeholders

140.99.91.115

t:message}}
16.133.158.129

[0 send webhook

& Public Cancel
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